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Managing distributed networks is hard 

because of a fundamental semantic gap

high-level 
specifications

low-level 
configurations

network operators 

manually configuring each device
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interface Loopback0 
 ip address 120.1.7.7 255.255.255.255 
 ip ospf 1 area 0 
! 
! interface towards A 
interface TenGigabitEthernet1/1/1 
 ip address 120.0.0.1 255.255.255.252 
 ip ospf 1 area 0 
 ip ospf cost 1 
! 
! interface towards D 
interface TenGigabitEthernet1/1/2 
 ip address 120.0.0.3 255.255.255.252 
 ip ospf 1 area 0 
 ip ospf cost 1 
 access-list 101 deny ip 121.0.0.0 0.0.0.255 
! 
router ospf 1 
 router-id 120.1.7.7 
! 
...

interface Loopback0 
 ip address 120.1.7.7 255.255.255.255 
 ip ospf 1 area 0 
! 
! interface towards A 
interface TenGigabitEthernet1/1/1 
 ip address 120.0.0.1 255.255.255.252 
 ip ospf 1 area 0 
 ip ospf cost 1 
! 
! interface towards D 
interface TenGigabitEthernet1/1/2 
 ip address 120.0.0.3 255.255.255.252 
 ip ospf 1 area 0 
 ip ospf cost 1 
 access-list 101 deny ip 121.0.0.0 0.0.0.255 
! 
router ospf 1 
 router-id 120.1.7.7 
! 
...

interface Loopback0 
 ip address 120.1.7.7 255.255.255.255 
 ip ospf 1 area 0 
! 
! interface towards A 
interface TenGigabitEthernet1/1/1 
 ip address 120.0.0.1 255.255.255.252 
 ip ospf 1 area 0 
 ip ospf cost 1 
! 
! interface towards D 
interface TenGigabitEthernet1/1/2 
 ip address 120.0.0.3 255.255.255.252 
 ip ospf 1 area 0 
 ip ospf cost 1 
 access-list 101 deny ip 121.0.0.0 0.0.0.255 
! 
router ospf 1 
 router-id 120.1.7.7 
! 
...
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else drop
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interface Loopback0 
 ip address 120.1.7.7 255.255.255.255 
 ip ospf 1 area 0 
! 
! interface towards A 
interface TenGigabitEthernet1/1/1 
 ip address 120.0.0.1 255.255.255.252 
 ip ospf 1 area 0 
 ip ospf cost 1 
! 
! interface towards D 
interface TenGigabitEthernet1/1/2 
 ip address 120.0.0.3 255.255.255.252 
 ip ospf 1 area 0 
 ip ospf cost 1 
 access-list 101 deny ip 121.0.0.0 0.0.0.255 
! 
router ospf 1 
 router-id 120.1.7.7 
! 
...

 ip ospf 1 area 0 
 ip ospf cost 1

 ip ospf 1 area 0 
 ip ospf cost 1 
 access-list 101 deny ip 121.0.0.0 0.0.0.255

router ospf 1 
 router-id 120.1.7.7 
!



SyNET will bridge this gap by  

high-level 
specifications

low-level 
configurationsSyNET
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Building SyNET will require us solving 

four fundamental research questions

high-level 
specifications

low-level 
configurationsSyNET
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Obtaining the specifications

Writing specifications is cumbersome

10 routers, 18 links

>3000 properties!

Internet2

Outcomes

Semi-automated techniques to  

learn network specifications 

Question 1

)

and

reachability(A,B) ∧

isolation(A,X)

P(path_length(A,D)>3) < .1

minimize(

such that

convergence_time ∧

length(configurations)

(optimization objective)

(hard properties)

(probabilistic properties)

'
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Representing the search space

all configurations

Question 2

Algebraic-based semantic representation 

for efficient network-wide reasoning

Outcomes search space

expressivity

efficiency
high

high

correct 

configurations

(unknown)
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search space

Verifying that a configuration is 

compliant with a specification
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Outcomes

Domain-specific probabilistic  

inference algorithms & models

Probabilistic 
environment

Network 
configuration

x

Probabilistic 
network behavior

=

Exact inference is #P-complete

Question 3 ✓

𐄂
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Synthesizing an optimal configuration

Question 4

search space is  

humongous & highly irregular

search space

optimal 
configuration

.6

.1
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Novel synthesis algorithms guided by:

probabilistic models

counter-examples (CEGIS)

domain-specific knowledge

Outcomes



Our preliminary successes indicate feasibility  

while being limited

[PLDI'18]

[CAV'17]

[NSDI'18]

Network-Wide Configuration Synthesis

Practical Network-Wide Configuration Synthesis 

with Autocompletion

Probabilistic Inference for Networks
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Breaking new ground in network automation

From Network Verification to Synthesis

My vision Provably-correct network management

with a focused effort of an entire research group

Impact Next-generation configuration synthesizers

Increased productivity for network operators

New theory, frameworks, and tools 

5—10 years


